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Abstract
This paper theoretically studies the design and performance analysis of the reliable satellite-based quantum key distribution 
(QKD) over free-space optics channel. The proposed QKD system is based on the optical quadrature phase-shift keying 
(QPSK) modulation and the dual-threshold/heterodyne detection (DT/HD) receiver that helps to reduce quantum bit error 
rate (QBER) and improve the receiver sensitivity. In addition, a key retransmission scheme is also designed to enhance 
the reliability of the proposed QKD system. Performance of the key transmission is analyzed in terms of QBER and the 
probability of sifted key, taking into account the impacts of free-space path loss, atmospheric attenuation, beam spreading 
loss, atmospheric turbulence, and receiver noise. In addition, we newly develop an analytical framework by using the 3-D 
Markov chain model that allows us to investigate the key loss rate (KLR) performance at the link layer. Numerical results 
quantitatively show that our proposed satellite-based QKD system can offer significant performance improvement over the 
conventional ones.

Keywords Quantum key distribution (QKD) · Free-space optics (FSO) · Quadrature phase-shift keying (QPSK) · Quantum 
bit error rate (QBER) · Key retransmission scheme · Key loss rate (KLR)

1 Introduction

Quantum key distribution (QKD) is considered as the prom-
ising solution, which can be obtained unconditional security 
quantum communications by distributing a secret key used 
to encrypt and decrypt secure data between legitimate par-
ties (i.e., Alice and Bob) with eavesdropper existed (i.e., 
Eve). To distribute the secret key, different transmission 
environments such as optical fiber and free-space optics 
(FSO) have been studied. Optical fiber-based QKD systems 
are commercially available; nevertheless, their achiev-
able distance is limited to a few hundred kilometers [1]. 

Therefore, satellite-based QKD systems, which are offered 
as the best method for overcoming the limitation of transmis-
sion distance, are promising candidates for a global-scale 
QKD network. Several proof-of-principle experiments in 
this direction have been performed recently. For instance, 
the space-to-ground QKD system based on a low Earth 
orbit (LEO) satellite with corner-cube retroreflectors was 
implemented in 2015 [2]. The first quantum science satellite 
named Micius, which is the Chinese satellite-based QKD 
situated at about 500 km in high-altitude, was launched 
in 2016. After that, the Micius satellite plays a role as the 
trusted relay that distributes secret keys between multiple 
remote places in China and Europe [3]. Those experiments 
confirmed that the main factor limiting the performance of 
satellite-based QKD systems is atmospheric turbulence. 
Due to this factor, even there is no eavesdropper existed, 
the quantum key error rate (QKER) may be very high under 
strong turbulence. For this reason, designing a reliable sat-
ellite-based QKD system could be a crucial issue.

In general, the reliability of satellite-based QKD systems 
can be improved by using advanced physical-layer tech-
niques. Accordingly, a number of studies have focused on 
the methods to efficiently encode the key information, which 
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are categorized into two types including discrete-variable 
QKD (DV-QKD) and continuous-variable QKD (CV-QKD). 
In DV-QKD systems, discrete states of each photon (i.e., 
polarization or phase) are used to encrypt key information. 
Therefore, Bob’s receiver needs a single-photon device to 
detect the transmitted key information [4]. Unfortunately, 
DV-QKD systems show relatively low key rates. The recent 
highest secret-key rate of 105.7 Mbps has been demon-
strated by using a 37-core fiber [5]. Compared to DV-QKD, 
CV-QKD has good compatibility with the classical optical 
communication systems. Joint propagation of a CV-QKD 
channel and wavelength-division multiplexing transmis-
sion of classical data-carrying coherent channels has been 
experimentally reported [6]. There have been several types 
of CV-QKD systems, where the key information is encoded 
relying on the amplitude and/or phase of the light pulse [7], 
subcarrier intensity modulation/binary phase-shift keying 
(SIM/BPSK) using radio frequency (RF) subcarrier modu-
lator [8], and quadrature phase-shift keying (QPSK) using 
optical carrier [9, 10].

Also, the reliability improvement could be achieved by 
the reconciliation process based on forward error-correction 
(FEC) techniques. With FEC, Bob’s receiver corrects the 
erroneous bits based on the received redundancy that is 
added to Alice’s transmitted key. Several types of FEC tech-
niques have been proposed to QKD systems such as block 
code [12], Hamming code [13], and low-density parity-check 
code (LDPC) [14, 15]. The use of FEC, however, requires 
highly computational algorithms and large computational 
memory. In addition, it can only detect and correct a limited 
number of errors. To improve the ability of error correction, 
FEC technique requires a large amount of redundant infor-
mation, which causes a reduction in transmission efficiency.

To further improve the reliability and feasibility of sat-
ellite-based QKD systems, advanced techniques in both the 
physical layer and link layer are proposed to be used in this 
study. Firstly, advanced techniques in the physical layer con-
sisting of optical QPSK signaling and heterodyne detection 
(HD) receiver are employed. The optical QPSK signaling is 
easy to implement as it does not require using RF subcar-
rier and small modulation depth as SIM/BPSK. In addition, 
heterodyne detection helps to improve the sensitivity of the 
receiver; hence, the QBER is reduced. Actually, heterodyne 
detection has been used in of CV-QKD systems that encode 
key information on light pulse [16]. We also have proposed a 
QKD system based on QPSK modulation signaling and DT/
HD receiver [10]. However, the impacts of beam spreading 
loss and atmospheric turbulence are ignored in that work and 
thus will be considered in this study. Moreover, additional 
contributions of this study are twofold as follows

• A key retransmission scheme is designed to improve the 
reliability of satellite-based QKD systems, where Alice 

is responsible for error correction by retransmitting the 
keys that Bob received unsuccessfully due to bit errors. 
The advantage of key retransmission is that both large 
interactive communications and complex coding algo-
rithms for the error-correction process are not required.

• The mathematical expression for QBER of satellite-
based QKD system using QPSK modulation signaling 
is derived taking into account the impact of the free-
space path loss, atmospheric attenuation, beam spreading 
loss, atmospheric turbulence, and receiver noise. We also 
newly develop a 3-D Markov chain model allowing us to 
analyze the key loss rate (KLR).

Numerical results demonstrate that the performance of 
our proposed satellite-based QKD system is significantly 
improved compared to conventional ones. Also, the appro-
priate values of system’s parameters such as the dual-
threshold (DT) coefficient, the required transmitted power, 
and the number of retransmission are also determined from 
the numerical results correspondingly to each turbulence 
condition.

The organization of the paper’s remainder is organized 
as follows. Section 2 describes the detail of QKD protocol 
design based on QPSK modulation. The proposed satellite-
based QKD system enabling key retransmission with system 
model and FSO channel model is presented in Sect. 3. The 
performance analysis for physical layer and link layer is pre-
sented in Sects. 4 and 5, respectively. Numerical results are 
demonstrated and discussed in Sect. 6. Finally, the paper is 
concluded with summarized key points in Sect. 7.

2  QPSK‑based QKD protocol

The first QKD protocol, best-known as BB84, was proposed 
by Bennett and Brassard [17]. In BB84, Alice and Bob share 
secret keys by using randomly non-orthogonal quantum 
states of photons (either diagonal or rectilinear) to encode 
the signal. BB84 has been widely used as a reference model 
for designing new QKD protocols. Similarly, our proposed 
QKD protocol using QPSK signaling and dual-threshold/
heterodyne detection (DT/HD) receiver is also implemented 
based on BB84 [10]. More specifically, bases of Alice and 
Bob are based on the phase of optical carrier as shown in 
Table 1, and the principle of our designed protocol is sum-
marized as follows

Step 1: Firstly, in the transmitter, Alice randomly selects 
her base (either A1 or A2 ) for each binary bit, which is 
encoded into a phase state of an optical carrier denoted as 
�A . �A =

(
�1 + �2

)
∕2 is formed by combining two phase 

states (i.e., �1 and �2 ) from branches of Mach–Zehnder mod-
ulators (MZMs). Consequently, corresponding to four states 
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of photon’s polarization in BB84 protocol is four values of 
�A also known as four phase states of QPSK signaling.

Step 2: The signal from Alice with phase �A is combined 
with the one of Bob with phase �B to obtain cos(�A − �B) . 
The value of �B is randomly chosen between two Bob’s 
bases, either B1 ( �B = �∕4 ) or B2 ( �B = −�∕4 ). Alice and 
Bob choose the same basis if Alice chooses Ai , while Bob 
uses Bi , where i ∈ {1, 2} . Consequently, the electrical cur-
rent (I) at the output of the detector obtains one of three val-
ues, I0 , 0 or I1 , which are corresponding to bits “0,” “X,” and 
“1,” respectively. It is worth noting that bit “X” is discarded.

Step 3: Through the public channel, time instants when 
Bob can detect “0” or “1” from the received signals are 
announced to Alice. On the other hands, Alice immediately 
eliminates bits corresponding to the time instants when 
Bob detects “X,” which is on average about 50% of the total 
number of bits. Finally, the remaining bits create a new bit 
sequence shared between Alice and Bob, which is called 
sifted key.

Step 4: Due to physical-layer impairments or eavesdrop-
ping attacks, the sifted key may consist of errors. To detect 
and eliminate the erroneous bits, information reconciliation 
process can be deployed by using FEC technique to create 
final secret key. In this study, instead of using FEC tech-
nique, the key retransmission scheme is proposed to be used.

3  Satellite‑based QKD system enabling key 
retransmission

3.1  System description

Figure 1 describes our proposed satellite-based QKD sys-
tem using QPSK modulation, DT/HD receiver, and key 
retransmission. The system has two main functions: the 
transmission of the secret key at the physical layer over the 
FSO channel and the link-layer key retransmission scheme 
which aims to improve the system performance. Assuming 

Table 1  Base of Alice and Bob 
with corresponding carrier’s 
phase

Alice bit �1 �2 �
A

Bob �
B

�
A
− �

B
I bit

A1 0 0 �∕2 �∕4 B1 �∕4 0 I0 0
A1 0 0 �∕2 �∕4 B2 −�∕4 �∕2 0 X
A1 1 � 3�∕2 5�∕4 B1 �∕4 � I1 1
A1 1 � 3�∕2 5�∕4 B2 −�∕4 −�∕2 0 X
A2 0 0 −�∕2 −�∕4 B1 �∕4 −�∕2 0 X
A2 0 0 −�∕2 −�∕4 B2 −�∕4 0 I0 0
A2 1 � �∕2 3�∕4 B1 �∕4 �∕2 0 X
A2 1 � �∕2 3�∕4 B2 −�∕4 � I1 1

Fig. 1  The proposed satellite-based QKD system using QPSK modulation, DT/HD receiver, and key retransmission
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that the transmitter (Alice) is placed at the satellite, while the 
receiver is located at the ground station (Bob). Secret keys 
are transmitted from Alice to Bob via a secure FSO channel, 
while key retransmission feedback from Bob to Alice is sent 
through a classical public RF channel.

In the transmitter, the electronic controller generates two 
types of control information depending on the value (“1” or 
“0”) of binary bits from the sequence d(t). The control infor-
mation is later used to govern the phase of the optical signal 
outputted from Mach–Zehnder modulators (MZMs). The 
random base module randomly selects one of two MZMs 
corresponding to two bases A1 and A2 to encode the binary 
data onto the phase of optical carrier generated from the 
laser. At each MZM, the phase of optical carrier at each 
branch is governed by the binary bit (“0” or “1”) as shown 
in Tab. 1. The signal at the output of MZM is the combina-
tion of the optical signal from two branches, which forms 
Alice’s phase, �A.

In the receiver, the received optical signal is combined 
with a continuous wave (CW) optical field generated by the 
optical local oscillator (LO). An optical phase-locked loop 
is used in order to keep the phase matching between the LO 
and the received signal. The mixed signal is converted to 
the electrical current thanks to the avalanche photodetector 
(APD). The electrical signal is then filtered by a bandpass 
filter (BPF) to eliminate the undesired signal, while the use-
ful component at the intermediate frequency is retained to 
perform the next processes. Next, the electrical current at 
the output of the BPF is multiplied with the reference signal 
cos

(
2�fIFt + �B

)
 . Two decoded bases of Bob are randomly 

chosen by setting the phase of reference signal. The decoded 
signal is then filtered by a low-pass filter (LPF) to recover 
the baseband signal. Finally, a threshold detector is used to 
decide on bit “1,” bit “0,” or bit “X.”

3.2  Key retransmission scheme

To reduce the key loss rate, key retransmission scheme is 
deployed in the link layer. At the satellite, Alice’s random 
bit sequence d(t) created by the key generator is first queued 
in the buffer. Then, the buffer forwards the bit sequence at 
the front of the queue to the transmitter. The bit sequence is 
transmitted over free space optical channel to the receiver, 
which is located in the ground station. In the link layer, if 
the sifted key is retrieved by the Bob successfully without 
errors, Bob sends back a local acknowledgment (i.e., ACK) 
to Alice instantly. Alice then removes this bit sequence from 
the buffer. If Bob fails to receive the bit sequence, he sends 
NACK to Alice and then she retransmits the corrupt bit 
sequence. Denote M as the maximum number of retrans-
mission allowed for each bit sequence. The bit sequence is 
removed from the buffer after being received by the Bob 

successfully, or after M failed attempts. The bit sequences 
that cannot be obtained by Bob’s receiver are those due to 
buffer overflow and those discarded after M failed attempts.

3.3  Channel model

This section presents the mathematical models for deter-
mining the FSO channel that consists of four terms includ-
ing free-space loss ( LFS ), atmospheric attenuation ( ha ), 
beam spreading loss ( hl ), and atmospheric turbulence-
induced fading ( hf  ). It is worth noting that the impact of 
atmospheric turbulence is negligible when the altitude is 
high enough [19]. Therefore, in following mathematical 
models, the altitude of H� is used as a threshold to deter-
mine whether the power loss is dominated by free-space 
loss or atmospheric attenuation.

Free-Space Loss: The laser beam is transmitted from 
the satellite at the altitude of HS through free-space to the 
ground station, which is placed at the altitude of HG . The 
free-space loss, which is considered for the altitudes rang-
ing from HS to H� , can be expressed as [19]

where DS is the transmission distance in free-space environ-
ment, which can be calculated as DS = (HS − H�)∕ cos(�) . 
� denotes the zenith angle, which is determined by the 
propagation direction and the zenith. � defines the optical 
wavelength.

Atmospheric Attenuation: The atmospheric attenuation 
can be calculated based on exponential Beer–Lambert laws 
as follows [20]

where � denotes the weather-based attenuation coefficient. 
Where D� is the transmission distance in atmospheric envi-
ronment, which is determined as D� = (H� − HG)∕ cos(�).

Beam Spreading Loss: At the receiver, a Gaussian beam 
profile and a circular detection aperture are assumed to 
quantify the effect of beam spreading. At the distance of 
DSG = (HS − HG)∕ cos(�) from Alice to Bob, the normal-
ized spatial distribution of optical intensity can be calcu-
lated as [21]

where �D is the beam waist at the distance DSG . � is the 
radial vector from the center of beam footprint and ||.|| 
defines the expression of Euclidean norm. The beam spread-
ing loss is quantified by the fraction of power collected by 

(1)LFS =

(
4�DS

�

)2

,

(2)ha = exp(−�D�),

(3)Ibeam(�;DSG) =
2

��2
D

exp

(
−
2||�||2
�2
D

)
,
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the detector hl(.) . With pointing error r , between the centers 
of the detector and the beam footprint can be determined as

where A is the area of Bob’s detector. The Gaussian form of 
hl(.) is written by [22]

where �2
Deq

= �2
D

√
�erf(v)

2v exp(−v2)
 defines the equivalent beam 

width at the ground station, A0 = [erf(v)]2 and v =
√
�a√
2�D

 . a 

is the radius of the detection aperture at the ground station. 
A0 denotes the fraction of collected power at r = 0.

Equation (5) is used to determine the optical power obtain-
ing by Bob or an eavesdropper (Eve). In unauthorized receiver 
attack (URA) scenario, an unauthorized receiver can be placed 
near Bob (i.e., in the beam footprint) to steal the quantum key. 
We assume that Bob’s detector is located at the beam center 
(i.e., r = 0 ), while r = DE−B is the distance between Eve and 
Bob (see Fig. 2). Optical power received by which is con-
versely proportion to r. At the ground station, the fractions 
of optical power collected by the detector of Bob and Eve are 
hl
(
0;DSG

)
 and hl

(
DE−B;DSG

)
 , correspondingly.

Atmospheric Turbulence-Induced Fading: Both weak and 
strong turbulence conditions are considered in this study; 
therefore, Gamma–Gamma distribution is used to model the 
atmospheric turbulence-induced fading hf  , whose PDF with 
the condition hf > 0 is given as [23]

(4)hl
(
r;DSG

)
= ∫A

Ibeam
(
� − r;DSG

)
d�,

(5)hl(r;DSG) ≈ A0 exp

⎛
⎜⎜⎝
−

2r2

�2
Deq

⎞
⎟⎟⎠
,

(6)fhf (hf )=
2K�−�(��)

�+�

2

Γ(�)Γ(�)

(
2
√

��hf

)
(hf )

(
�+�

2

)
−1
,

where � and � are the parameters representing the effect of 
large scale and small scale turbulent eddies, respectively. 
K�−�(.) is the second kind modified Bessel function and 
order ( �-� ) and Γ(.) represents the Gamma function defined 
as Γ(m) = ∫ ∞

0
tm−1e−tdt . Assuming a plane wave propaga-

tion, � and � can be approximately calculated as [24]

where �2
R
 is the Rytov variance and can be express as (when 

determining the optical communication link at the altitudes 
ranging from H� to HG ) [25]

where k = 2�∕� defines the wave number in optical field. 
C2
n
(h) denotes for the altitude-dependent refractive index 

structure parameter, which characterizes the turbulence 
strength. Practically, Hufnagel-Valley (H-V) model can be 
employed to determine the turbulence profiles as follows 
[25]

where w is wind speed, and h is the height above the ground. 
C2
n
(0) , the value of C2

n
 at the ground level, can be adjusted 

adapting to various conditions at the ground station.

4  Physical‑layer performance analysis

4.1  QKD system using QPSK and DT/HD receiver

In this section, the transmission of the downlink from Alice 
to Bob (or Eve) is analyzed. At Alice’s transmitter, the optical 
signal with phase states selected randomly is written as

where PT is the peak transmitted power, fc is the optical car-
rier frequency, and GT is the telescope gain of the transmit-
ter. The signal ET is transmitted over FSO channel and the 
signal ER retrieved at the ground station can be expressed as

(7)

⎧
⎪⎪⎨⎪⎪⎩

� ≅

�
exp

�
0.49�2

R�
1+1.11�

12∕5

R

�7∕6

�
− 1

�−1

,

� ≅

�
exp

�
0.51�2

R�
1+0.69�

12∕5

R

�5∕6

�
− 1

�−1

,

(8)�2
R
= 2.25k

7

6 sec(�)
11

6 ∫
H�

HG

C2
n
(h)(h − HG)

5

6 dh,

(9)

C2
n
(h) =0.00594

(
w

27

)2(
10−5h

)10
exp

(
−

h

1000

)

+ 2.7 × 10−16 exp
(
−

h

1500

)
+C2

n
(0) exp

(
−

h

100

)
,

(10)ET =
√
PTGT exp [−i(2�fct + �A)],

(11)ER =
√
PR exp [−i(2�fct + �A)],

Fig. 2  Beam footprint at the ground and the locations of Bob and Eve
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where PR =
1

LFS
GTPThahlhf (t)GR is the received power at 

Bob’s receiver, where LFS , ha , hl , and hf (t) represent the free-
space path loss, atmospheric attenuation, beam spreading 
loss, and atmospheric turbulence, respectively. GR is the tel-
escope gain of the receiver. Next, ER is mixed with a con-
tinuous wave optical field, which is created by the optical 
local oscillator as follows

where PLO and fLO are the power and the frequency of the 
LO, respectively. The combined signal is converted to the 
photocurrent by the avalanche photodetector and then fil-
tered by a bandpass filter to eliminate the undesired signal. 
The bases of Bob are randomly chosen by setting the phase 
of reference signal cos(2�fIFt + �B) . Decoding process is 
implemented by multiplying the intermediate frequency 
signal with the reference one. Consequently, the decoded 
current is given as

where fIF = fc − fLO is the intermediate frequency. ℜ =
𝜂q

h̃fc
 

is the responsivity of the APD with � is the quantum effi-
ciency, q is the electron charge, h̃ is Planck’s constant, fc is 
the optical frequency, and ḡ is avalanche multiplication fac-
tor. n(t) is the noise current. The decoded signal Idec is then 
passed through the low-pass filter to obtain the signal i(t) 
depending on the values of �A and �B (see Table 1) as

where i0 and i1 represent the received current signals for bits 
“0” and “1,” respectively. We assume that the background 
noise is negligible thanks to the optical filter, the receiver 
noise components consist of shot noise, dark noise, and ther-
mal noise, which are modeled as additive Gaussian noise 
with zero mean. The variance of n(t) is given by

where q is the electron charge, Id is the dark current, T is the 
receiver temperature, x is the excess noise factor, kB is Boltz-
mann’s constant, RL is the load resistance, and Δf = Rb∕2 
is the receiver’s bandwidth, where Rb is the bit rate. It is 

(12)ELO =
√
PLO exp[−i(2�fLOt)],

(13)

Idec =2ḡℜ
√
PRPLO cos(2𝜋fIFt + 𝜙A)

× cos(2𝜋fIFt + 𝜙B) + n(t),

=ḡℜ
√
PRPLO cos(4𝜋fIFt + 𝜙A + 𝜙B)

+ ḡℜ
√
PRPLO cos(𝜙A − 𝜙B) + n(t),

(14)

i(t) =ḡℜ
√
PRPLO cos(𝜙A − 𝜙B) + n(t),

=

⎧
⎪⎨⎪⎩

i0 = ḡℜ
√
PRPLO + n(t),

0,

i1 = −ḡℜ
√
PRPLO + n(t),

(15)𝜎2
n
= 2qḡ2+x

[
ℜ(PR + PLO) + Id

]
Δf +

4kBT

RL

Δf ,

significant to note that shot noise is created by both received 
optical power and LO power. However, PR is much less than 
PLO , and thus, the signal-dependent shot noise is ignored. 
Due to the impact of noise, i0 and i1 are fluctuated and their 
probability density functions (PDFs) are shown in Fig. 3. 
Two peaks of the distribution of the current are correspond-
ing to Alice’s bit “0” and bit “1,” which overlap with each 
other. Two thresholds including d1 and d0 are used to decide 
on bits “0,” “X,” and “1.” The decision rule can be expressed 
as

4.2  Quantum bit error rate

Similar to BB84 protocol, the quantum bit error rate can be 
defined as [4, 26]

where Psift is the probability that Bob uses the same bases 
as Alice to determine the retrieved photons, from which he 
decodes a sequence of bits called sifted key; Perror is the 
probability that there are a number of erroneous bits in the 
sifted key, caused by physical-layer impairments and/or 
Eve’s intervention. These probabilities can be calculated as

(16)Decision Rule =

⎧
⎪⎨⎪⎩

0 if
�
i ≥ d0

�
1 if

�
i ≤ d1

�
X otherwise.

(17)QBER =
Perror

Psift

,

(18)Perror =PA,B(0, 1) + PA,B(1, 0),

(19)Psift =PA,B(0, 0)+PA,B(0, 1)+PA,B(1, 0)+PA,B(1, 1),

Fig. 3  The PDF of received signal, where d1 and d0 are the level of 
DT detection
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where PA,B(a, b) is the joint probability that Alice sends bit 
“a,” while Bob detects bit “b” with a, b ∈ {0, 1} , and can 
be expressed as

where PA(a) = 1∕2 is the probability that Alice sends bit “0” 
or bit “1,” which is assumed to be equal.

Accordingly, the joint probabilities between Alice and 
Bob averaged over the fading channel can be respectively 
calculated as

where PA,B(a, b) is the joint probability that Alice sends bit 
“a,” while Bob detects bit “b,” with a,  b ∈ {0, 1} . 
Q(.) ≅

1√
2�

∫ ∞

0
exp(−t2∕2)dt is the Gaussian Q-funciton, �2

n
 

is the total noise variance (15), and Ia denotes the received 
current without noise for bit “a” which can be defined as

To determine the detection thresholds d0 and d1 , we use the 
dual-threshold selections as follows [8]

where � is the dual-threshold (DT) scale coefficient. As 
E[hf ] = 1 , E[ia] , the mean value of ia , can be expressed as

5  Link‑layer performance analysis

5.1  Quantum channel‑state model

In this section, a two-state Markov model is employed to 
determine the quantum channel-state transition. This model 
is known as a logically accurate and flexible with wireless 
channels [18, 27]. In quantum two-state Markov model, we 
split time into slots, where a bit sequence created by Alice’s 
key generator is sent. The channel alternates between a bad 
state and a good state. A state is considered as good when all 

(20)PA,B(a, b) = PA(a)PB|A(b|a),

(21)PA,B(a, 0) =
1

2 ∫
∞

0

Q

(
d0 − Ia

�n

)
fhf (hf )dhf ,

(22)PA,B(a, 1) =
1

2 ∫
∞

0

Q

(
Ia − d1

�n

)
fhf (hf )dhf ,

(23)
�

I0 = ḡℜ
√
PRPLO,

I1 = −ḡℜ
√
PRPLO.

(24)d0 = E[i0] + �

√
�2
n

and d1 = E[i1] − �

√
�2
n
,

(25)

⎧⎪⎨⎪⎩

E[i0] = ḡℜ
�

1

LFS
GTPThahlGRPLO,

E[i1] = −ḡℜ
�

1

LFS
GTPThahlGRPLO.

sifted keys are transmitted error-free. On the contrary, if all 
transmissions are failed, this channel state is bad. Figure 4 
illustrates the behavior of the proposed quantum channel 
states based on the geometric distribution.

From Eq. (17), we derive the average quantum key error 
rate (QKER) as follows

where lbs is the length of random bit sequence. Given the 
QKER, the transition probabilities of channel state are for-
mulated as

where �bs = lbs∕Rb is the time interval to transmit a bit 
sequence, i.e., a time slot. Rb is the system’s bit rate. 
�0 =

√
�D�∕w is atmospheric turbulence coherent time, 

which indicates the time interval in which the turbulence 
condition is unchanged. w represents the wind speed, and � 
denotes the wavelength. D� is the transmission distance in 
the atmospheric environment [28].

5.2  Queue‑associated DTMC

At the satellite, the bit sequence is generated and inputted 
to the buffer with the flow throughput H (sequence/second). 
Stationary Bernoulli process is used to model the arrival 
process of bit sequence at the buffer. Therefore, H�bs and 
1 − H�bs are the probabilities of the events that there is a bit 
sequence and no bit sequence arriving in each considered 
time slot, respectively. As mentioned above, �bs is the dura-
tion of a time slot. Assuming that, in each given time slot, 
the FSO channel keeps stable condition at its current state. 
When the buffer is not empty, a bit sequence is forwarded 
to Alice’s transmitter at the beginning of time slot. It will 

(26)QKER = 1 − (1 − QBER)lbsPsift ,

(27)

⎧⎪⎪⎨⎪⎪⎩

pBB = QKER
�
1 −

�bs

�0

�
,

pGG = (1 − QKER)
�
1 −

�bs

�0

�
,

pBG = 1 − pBB,

pGB = 1 − pGG,

Fig. 4  Quantum channel-state transition model
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be removed at the end of the time slot if this transmission 
is successful.

At the beginning of each time slot, a three-dimensional 
discrete-time Markov chain (DTMC) model is determined 
by (n, s, m), where n ∈ [0,C] is the number of bit sequences 
queued at the buffer, s ∈ {B,G} denote the quantum chan-
nel state, and m ∈ [1,M] represents the number of times 
that the currently-served bit sequence is retransmitted. This 
type of DTMC is known as the queue-associated DTMC 
(QA-DTMC). Especially, it is noted that the states which 
have both parameters n = 0 and m > 1 are impossible. The 
transition states of QA-DTMC are demonstrated in Fig. 5 
and clearly shown in Table 2.

5.3  Key loss rate

The probability of the steady state of the queue-associated 
DTMC, which is denoted by �(n, s,m) , is determined by 
using the balance equation as follows

where Π = [�(n, s,m)] . P is the state transformation prob-
ability matrix with the size of (C + 1) × 2 × (M + 1) and its 
elements are shown in the third column of Tab. 2. By using 
the standard numerical methods including Jacobi iteration 
or Gauss elimination, the balance equation (28) is solved. 
Accordingly, Π can be determined as follows

Finally, the key loss rate (KLR) due to M times of failed 
retransmissions and the buffer overflow can be calculated as

(28)
�

ΠTP = ΠT ,∑C

n=0

∑
s∈{B,G}

∑M

m=0
�(n, s,m) = 1,

(29)

Π =[�(0,G, 0),�(1,G, 0), ...,

�(C,G,M),�(0,B, 0),�(1,B, 0), ..., �(C,B,M)],

(30)KLR =
∑

s∈{B,G}

M∑
m=0

�(C, s,m) +

C−1∑
n=0

�(n,B,M).

Fig. 5  The state transition of the 
QA-DTMC

Table 2  State transition probabilities of the QA-DTMC

Current state Next state Transformation probability

(0, B, 0) (1, B, 0) (1, G, 0) (0, B, 0) (0, G, 0) H�bspBB H�bspBG (1 − H�bs)pBB (1 − H�bs)pBG

(n, B, m) n ∈ [1,C − 1] m ∈ [0,M − 1] (n + 1,B,m + 1) (n + 1,G,m + 1) (n,B,m + 1) 
(n,G,m + 1)

H�bspBB H�bspBG (1 − H�bs)pBB (1 − H�bs)pBG

(n, B, M) n ∈ [1,C − 1] (n, B, 0) (n, G, 0) (n − 1,B, 0) (n − 1,G, 0) H�bspBB H�bspBG (1 − H�bs)pBB (1 − H�bs)pBG

(C, B, m) m ∈ [0,M − 1] (C,B,m + 1) (C,G,m + 1) pBB pBG
(C, B, M) (C − 1,B, 0) (C − 1,G, 0) pBB pBG
(0,G,0) (1, B, 0) (1, G, 0) (0, B, 0) (0, G, 0) H�bs pGB H�bs pGG (1 − H�bs) pGB (1 − H�bs) pGG
(n, G, m) n ∈ [1,C − 1] m ∈ [0,M] (n, B, 0) (n, G, 0) (n − 1,B, 0) (n − 1,G, 0) H�bspGB H�bspGG (1 − H�bs)pGB (1 − H�bs)pGG

(C, G, m) m ∈ [0,M] (C − 1,B, 0) (C − 1,G, 0) pGB pGG
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6  Numerical results

6.1  Physical‑layer performance results

In this section, we determine the criteria for setting up 
Bob’s receiver to guarantee security constraints under the 
unauthorized receiver attack. The feasibility of our pro-
posed system is also investigated. The constants and key 
system parameters are summarized in Table 3. The values 
of C2

n
(0) = 5 × 10−15 and C2

n
(0) = 7 × 10−12 corresponding 

to the weak and strong turbulence conditions are used for 
deriving the numerical results.

In Fig. 6, QBER and Psift at Bob’s receiver are inves-
tigated as the functions of the DT scale coefficient under 
weak (a) and strong (b) turbulence conditions. The prob-
ability that Bob mistakenly detects a bit (i.e., “1” or bit 
“0”) is large if the high DT scale coefficient is used, i.e., 
the difference between two thresholds d0 and d1 is large. 
Accordingly, Perror decreases when the DT scale coeffi-
cient increases, and thus, QBER and Psift also reduce. It is 
important to note that Bob needs to collect enough infor-
mation from Alice. Therefore, the probability of sifting 

should be large enough, e.g., Psift ≥ 10−2 for achieving tens 
to hundreds Mbps key rate. We also need to keep Bob’s 
QBER small, e.g., QBER≤ 10−3 , so as to Bob’s receiver 
can feasibly correct the errors in the sifted key using error-
correction codes. Based on these requirements of QBER 
and Psift , we can determine the corresponding range of DT 
scale coefficient, for instance, 0.7 ≤ � ≤ 2.4 under weak 
turbulence condition (Fig. 6(a)), and 1.4 ≤ � ≤ 2.8 under 
strong turbulence condition (Fig. 6(b)). Practically, the 
receiver can set the DT scale coefficient based on the chan-
nel state information calculated by using the pilot signals.

Figure 7 demonstrates QBER and Psift of Bob as versus 
the peak transmitted power ( PT  ) under weak turbulence 
conditions. For comparison, three types of modulation/
detection schemes including optical QPSK-DT/HD, opti-
cal QPSK-DT/direct detection (DD), and SIM/BPSK-DT 
are considered. For all three types of QKD systems, Bob’s 
Psift meets the requirement of Psift ≥ 10−2 . However, the 
use of heterodyne detection gives an advantage in terms 
of QBER. More specifically, the QKD system using opti-
cal QPSK-DT/HD supports the QBER lower than the 
ones using optical QPSK-DT/DD and SIM/BPSK-DT. 
The figure also helps to determine the required transmit-
ted power so as to Bob’s QBER satisfies the condition 
that QBER ≤ 10−3 . In the case of using optical QPSK-DT/
HD, the minimum transmitted power is 25 dBm, while it 
is 45 dBm, i.e., 20 dB larger, for the case of using SIM/
BPSK-DT.

Table 3  Constants and system parameters

Name Symbol Value

Constants and receiver parameters
Electrons charge q 1.6 × 10−19 C
Boltzmann constant kB 1.38 × 10−23 W/K/Hz
Bit rate Rb 10 Gbps
Load resistor RL 50 Ω
Excess noise factor x 0.8 (InGaAS APD)
Avalanche multiplication factor ḡ 10
Responsivity of the APD ℜ 0.8
Receiver temperature T 298 K
Dark current Id 3 nA
Channel parameters
Wavelength � 1550 nm
Attenuation coefficient � 0.43 dB/km
Wind speed w 21 m/s
Zenith angle � 50◦

Radius of the detection aperture a 0.31 m
Beam width at ground station �D 50 m
Satellite altitude HS 600 km
Ground station height HG 5 m
Atmospheric altitude H� 20 km
Tx telescope gain GT 120 dB
Rx telescope gain GR 121 dB
Link-layer parameters
Flow throughput H 185 sequence/s
Length of bit sequence lbs 3 × 106 bit

(a) (b)

Fig. 6  Bob’s QBER and Psift versus the DT scale coefficient ( � ), 
under (a) weak and (b) strong turbulence conditions with PT = 25 
dBm and PLO = 0 dBm
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Figure 8 describes the variation of Bob’s QBER with 
respect to different attenuation coefficients considering some 
values of the peak transmitted power under strong turbu-
lence condition when the DT scale coefficient is fixed to 
1.4, GT = 130 dB, and GR = 131 dB. The weather condi-
tion, which is determined via attenuation coefficients, has 
a clear impact on Bob’s QBER. By setting the value of the 
transmitted power properly, our proposed QKD system can 

work well under various weather conditions. For instance, 
when PT = 45 dBm, Bob’s QBER ≤ 10−3 can be guaranteed 
in very clear conditions ( 0 ≤ � ≤ 0.5 ), very light rain, and 
light mist conditions ( 0.5 ≤ � ≤ 1.53 ). However, under haze 
or medium rain conditions ( 1.54 ≤ � ≤ 2.68 ), a larger value 
of PT should be set accordingly.

In Fig. 9, Eve’s QBER and Psift are investigated versus 
the Eve-Bob distance ( DE−B ) under weak (a) and strong (b) 
turbulence conditions. We consider the worst case of unau-
thorized receiver attack that Eve uses the same DT scale 
coefficient as Bob. Clearly, the security constraints for the 
QKD system are governed by Eve’s locations. More spe-
cifically, Eve’s QBER is small when she is near Bob and 
thus she can illegally detect the key that Alice sends to Bob. 
Hence, Eve’s QBER should be larger than the minimum 
value of 10−2 so as to she cannot detect the key correctly 
even with error-correction code. Based on this requirement, 
the minimum distance between Eve and Bob the guarantee 
the security is 30 m for both weak and strong turbulence 
conditions. Eve may reduce her QBER by increasing the 
DT scale coefficient. This, however, causes the reduction of 
Psift , i.e., the amount of information she obtains from Alice 
also decreases.

6.2  Link‑layer performance results

The numerical results and discussions related to the key loss 
rate at Bob’s receiver versus the various system parameters are 
presented in this section. The parameters under consideration 

Fig. 7  Bob’s QBER and Psift versus the peak transmitted power 
( PT ) under weak turbulence condition for three cases: QPSK-DT/
HD ( � = 0.7 and PLO = 0 dBm), QPSK-DT/DD ( � = 0.7 ), and SIM/
BPSK-DT ( � = 0.9)

Fig. 8  Bob’s QBER versus different attenuation coefficients ( � ) under 
strong turbulence conditions with PL0 = 0 dBm, � = 1.4 , GT = 130 
dB, and GR = 131 dB

(a) (b)

Fig. 9  Eve’s QBER and Psift versus the Eve-Bob distance ( DE−B ) 
under (a) weak turbulence ( � = 0.7 and 2.1), and (b) strong turbu-
lence ( � = 1.4 and 2.4) with PT = 25 dBm, PLO = 0 dBm
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include the peak transmitted power PT and the number of 
retransmission M.

Figure 10 describes Bob’s KLR versus the peak transmitted 
power ( PT ) with system setting as PLO = 0 dBm, � = 0.7 , and 
C2
n
(0) = 5 × 10−15 for weak turbulence. We compare KLR of 

QKD system without retransmission (i.e., conventional QKD 
system) and that of the one enabling key retransmission with 
the number of retransmission M = {1, 2, 3, 4, 5, 6, 7} . Without 
key retransmission, KLR is relatively high because of atmos-
pheric turbulence. More specifically, the lowest value of KLR 
is 3 × 10−2 even with high transmitted power. The KLR is 
reduced when the number of retransmission increases. For a 
given KLR, the increase of M also results in the reduction of 
the required transmitted power. This is very important for the 
case of strong turbulence because larger transmitted power is 
required.

Figure 11 investigates the Bob’s KLR versus the peak 
transmitted power with PLO = 0 dBm, � = 1.4 , and 
C2
n
(0) = 7 × 10−12 ). The figure shows that at KLR = 10−6 , 

the power gain is 2 dB when the number of retransmission 
increases from 1 to 4. This is because the larger number of 
retransmission can compensate for the key loss due to lower 
transmitted power. However, the power gain is only 0.5 dB 
when M increases from 4 to 7. Therefore, the benefit of using 
the number of retransmission more than 4 is not significant. 
Also, retransmission causes the delay, thus M should not be 
properly chosen.

7  Conclusion

We proposed to improve the reliability of satellite-based 
QKD system using advanced techniques in both physical 
layer and link layer. We designed the QKD protocol based 
on QPSK signaling as well as the key retransmission scheme 
for our proposed QKD system. Also, we derived the math-
ematical expressions for the quantum bit error rate and key 
loss rate based on the proposed 3-D Markov chain model. 
The numerical results proved that our proposed QKD system 
can work well in both weak and strong turbulence condi-
tions. Besides, it offers considerable performance improve-
ment compared to the conventional systems especially the 
one without using retransmission scheme. The appropriate 
values of system’s parameters such as the dual-threshold 
coefficient, the transmitted power, and the number of retrans-
mission were also determined corresponding to each turbu-
lence conditions.
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